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Purpose

The NCUA is changing the way SSA users access existing systems such as CUSO
registry reports, SSRS reports, and SSA Central. Additionally, the NCUA is providing
SSA users access to the Secure File Transfer Portal, an application used to transfer
documents. Access to these systems requires multi-factor authentication, which is
provided through NCUA’s Partner Gateway by a third party, Entrust. Partner Gateway
users will need to verify their identity via a soft token security code. A soft token is a
type of two-factor authentication security measure that authorizes use of NCUA web
portals and applications. Soft tokens are stored on the Entrust application on your
iPhone or Android mobile phone. This document provides step-by-step instructions on
registering and setting up your Entrust application on your smartphone, and accessing
Partner Gateway. If you have any issues or questions during this process, please contact
NCUA'’s OneStop during the hours listed below.

NCUA OneStop HOURS

Mon — Thurs: 7:00AM — 8:00PM EST Phone: 703-518-6450 or 1-
800-827-3255

Fri: 7:00AM — 6:00PM EST
Email: onestop@ncua.gov

Sat — Sun: Closed

Users should have their smartphone readily available for use when attempting to setup
and download the Entrust application.

Entrust Registration

On the rollout-date, you will receive an e-mail from onestop@ncua.gov with a
username and password. You will need this to access the individual links on the SSA
Tools.

You will also receive an Entrust activation email from noreply@trustedauth.com with
the subject line “Activate your Entrust Soft Token”. This email contains 3 critical
pieces of information:

1. Allink to the appropriate application store for your mobile device.
2. A unique serial number assigned to you for accessing the Entrust application.
3. Your NCUA-issued account credentials including User ID and Activation Code.

NOTE: You will have 48 hours from the receipt of the noreply@trustedauth.com email
to complete the Entrust registration.



mailto:onestop@ncua.gov
mailto:noreply@trustedauth.com
mailto:noreply@trustedauth.com

norepiy@in

| Activate your Entrust Soft Token
2. Be sure to note the
serial number, as itis
needed to complete
registration

mper 67678-52657 foY your account with the

Please ensure you have downloaded the Entrust Soft Token application from the appropnate apphcation store

0 You forwarded this message on 11/29/2017 109 PM

1. You will need to
Hello download the Entrust App

on your smartphone device
followmng details via the valid application
store

This emaul contams mformatiof that w Token with senal

o Apple AppStore

o Google Play 3 o %
¢ Blackberry World b 2 3.Your NCUA- 1.ssued
ST . account credentials are
Account Name AGSI SYSTEMS IRt listed here
/ B /. A:

Account Address httos /ncua us trustedauth com

| Userld JaneDece |

If you are viewing this email on your mobale device and your device has Use the following valoes to perform a manual activation. Please refer to yopf User Guide Help D: for further

selecting one of the followmng options 7
Address ncua us trustedauth com aps mobile

Serial Number 67678-52657

M ctivation Code 9183.5198.5475.5757

Enter the password 30134029 to unlock the QR code

o Click here if thas text 1s displaved as a link
o  Altematively, click here if the above text s not displaved as a H

atrust Datacard InteliTrust Authentication Service

Email sent: Tuesday, November 21, 2017, 08:44 PM (GMT)

STEP 1: Access Your Application Store
a. If you have an iPhone, click on the Apple AppStore link within the email or go
to the App store from your iPhone and search Entrust, it will be the first search
option: Entrust IdentityGuard Mobile. Click on “Get”. If prompted, enter your
Apple ID and password.

b. If you have an Android device, click on the Google Play link within the email or
go to the App store from your Android device and search Entrust, it will be the
first search option: Entrust IdentityGuard Mobile. Click on “Install”. If
prompted, enter your Google ID and password.
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STEP 2: Entering Your Account Credentials and Serial Number
a. Once you’ve downloaded the application to your smartphone, open it.
b. When prompted to receive notifications, click “Allow”.

“Entrust ST” Would Like to
Send You Notifications
Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow
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c. A window will pop-up that reads “Add Identity”. You can enter these
credentials in of two ways: Manually or Using the QR Code.
e Entering the Credentials Manually. You may manually enter the
account credentials and serial number included in the registration e-
mail by typing them into the appropriate line on this window.

ol ATET LTE 8:30 AM

Cancel Add Identity

Identity Provider

Address:

Enter “NCUA” within
the Name Field

Name:

Soft Token

Serial
Number:

Jctivation
Code:

Use Address, Serial Number, and
Activation Code from your Entrust
activation email

refer to your User Gusde Help Documentation for further matructions

Email sent: Tuesday, November 21, 2017, 08:44 PM (OMT)
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e Entering Account Credentials using QR Code. Please note, for this
option, you will need to also have the activation email pulled up from a

source other than your phone to complete this step.

1. Tap the QR symbol on the bottom left corner of the “Add Identity”
screen to open the camera.

whl ATE ¥ 8:30 AM

Cancel Add Identity

Identity Provider

2. The Entrust app will ask for permission to access your device’s
camera, tap “ok”, and the application’s QR Scanner will appear:

8:41 AM

Identities

Cancel QR Scanner

within the box be

“Entrust ST” Would Like to
Access the Camera
QR code scanning and facial unlock

Don't Allow
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3. Scan the QR code included in your email. You will be asked for a
password to unlock the QR code, this password is included in your
email under the QR code. You must manually enter this password.

Password Required
The link or image is secured by a
password. Enter the password to

continue.

Cancel OK e password 3013402953 unlock the QR code

Use the following values to perform a manual activation. Please refer to your User Guade Help Documentation for further mstructions

Address ncua us trustedauth com aps mobale
Serial Number 67678.52657
Activation Code 9183.5198.5475.5757

Entrust Datacard IntelliTrust Authentication Service

4 5 6

oM} JRL MNO Email sent: Tuesday, November 21, 2017, 08:44 PM (GMT)
7 8 9

PORS Tuv wXxXyz
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Once you enter the password, the Activation details will automatically be pre-filled and
you can tap “Activate”. You will get a pop up that says the activation was successful.

ol AT&T LTE 8:52 AM @ v 3 67% =)+

Cancel Activate Identity

Activation Summary @

You are about to activate a new soft token identity
with the details below. This identity will
automatically register with your identity provider.

Activation Details

Name: NCUA
Address: ncua.us.trustedauth.com/api/mobile Success
You have successfully activated a new
soft token identity named NCUA.
Serial Number: 60460-24680
Activation Code: 5817-1298-8493-0958 OK

Activate

Powered by
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STEP 3: Entering a Four Digit PIN

The Entrust application will ask you to enter a 4 digit PIN. Please choose any 4 digits
you prefer. You will be asked to enter the same PIN twice for confirmation.

bl AT&T LTE bl AT&T LUTE

Cancel Change PIN

Cancel Change PIN

Please enter a PIN. Please enter the PIN again to confirm.

STEP 4: Soft Token Security Code

Once you have set your PIN, Entrust will bring you to Security Code screen, this is your
soft token. Your Soft Token security code refreshes every 30 seconds for security

purposes.

bl ATET LTE @ 7 ¥ 70% 5 14

< \dentities ®

Security Code

Powered by

Transaction History
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You have now completed registration and activation of the Entrust application. This is
required before accessing the SFTP or SSA Tools.

Accessing SSRA Reports, SSA Central, Network File Share, and CUSO Registry
through Partner Gateway

You will need to have the Entrust application downloaded and activated on your
smartphone in order to access Partner Gateway. After you have downloaded the Entrust
application and completed registration and account activation, have your smartphone on
hand so that you can receive your Soft Token credentials to login. Once successfully
logged in, you will have access to the following:

SSA Central

SSRS Reports

Network File Share

CUSO for SSAs

STEP 1: Launch Website
To access the SSRS Reports, SSA Cental, Network File Share, and CUSO Registry,
click or enter the following web address: https://swap.ncua.gov/pgnonncuacomp

You will see the following screen with a prompt to download, install, or execute
software. Click “Yes”. You can also click “Always” if you will be accessing the SSA
Tools via the same laptop each time.

Loading Components...
Please wait. This may take several minutes.

® Host Checker

IF an error prevents a companent from loading propry, you can cick here to continue. Net all functionalty may be available.

CE e ——

I
Dojouvirt o dovekca e, andr xpate s fon e
folowrg sener?

Fdct o Host Cheker

e Hane: dsHosiCheckerSetup.exe

SeverNeme: SWap.ACUR.gOY

=N N
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STEP 2: Enter Username and Password
On the following screen, enter the username and password you received from
onstop@ncua.gov and Click “Sign In”.

Welcome to the

Secure Web Access Portal - SWAP

Username :] WARNING! You are accessing a U.S. Government information system, which includes (1) this computer,
(2) this computer network, (3) all computers connected to this network, and (4) all devices and storage

Password ‘—] media attached to this network or to a computer on this network. This information system is provided for
U.S. Government-authorized use only.

lSlg—nln] By using this information system, you understand and consent to the following:
You have no reasonable expectation of privacy regarding any data transmitted through or stored on this
information system. At any time, the Government may monitor, intercept, search and/or seize data

transiting through or stored on this information system.

The Government routinely intercepts and monitors communications transiting through or stored on this
information system,

Any communications transmitted through or data stored on this information system may be disclosed or
used for any U.S. Government-authorized purpose.

If you are accessing the Partner Gateway for the first time, you will be asked to change
your password.

Change Primary Password
Your password must be changed. You must create a new password to continue.

Old Password ]
New Password | ]
Confirm Password | ]

| Change Password
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Enter your old and new password and click on “Change Password”. You will be taken
back to the login screen to enter your username and new password. Click on Sign In
after you have entered the username and password.

Welcome to the

Secure Web Access Portal - SWAP

Successfully changed password. Please enter your username and new password.
Username :] WARNING! You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network,

(3) all computers connected to this network, and (4) all devices and storage media attached to this network or to a computer on this
Password [: network. This information system is provided for U.S. Government-authorized use only.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any data transmitted through or stored on this information system. At any
time, the Government may monitor, intercept, search and/or seize data transiting through or stored on this information system.

The Government routinely intercepts and monitors communications transiting through or stored on this information system.

Any communications transmitted through or data stored on this information system may be disclosed or used for any U.S. Government-
authorized purpose.

STEP 3: Confirm Token Authentication

After entering your User ID and password and clicking ‘Sign In’, the NCUA VPN Host
Checker will automatically send an Entrust Transaction Notification to your smart
phone. This may take some time depending on cellphone coverage and signal strength.
Please make sure that you have allowed the Entrust app to send you notifications.

a. Check your smartphone for an Entrust Transaction Notification.

B evrustst

Transaction Notification
Press for more
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b. Open the Entrust Notification on your smart phone and the Entrust Portal app
will prompt you for your 4-digit PIN.

9:24 AM

PIN Required

nter your PIN to access the application

C. At the bottom of the screen tap on “Transaction”, tap the Confirm button and
then tap Yes.

wll AT&T UTE 8:56 AM @ 7 % 70% 0 4 wll AT&T LTE 9:06 AM @ 73 TR

< Identities NCUA ©) Transaction Close

NCUA

You have requested to authenticate for the user

Security Code % 5 <
management interface

Lifetime

Not sure what to do? Refer to '3,

Concern Cancel Confirm

Powered by

Transaction
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d. You will get confirmation that the authentication was successful.

ool ATAT LTE @ 7 % 78% 10

Close

NCUA

You have requested to authenticate for the user
management interface

=11-30 09:06:22

Action Confirm

e. Once confirmed on your SmartPhone, the browser on your computer will
automatically redirect to the site CUSO for SSAs.

Web Bookmarks | B2

SSRS Reports Stage =]

SSA Central STAGE =]

CUSO Stage o
Windows Files

[@ File Downloads Stage

[# Economic Update Reports Stage

Client Application Sessions. ‘" ‘ ‘

# Windows Secure Application Manager Start

2015 Pulse Secure, LLC. All rights reserved.
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Password Reset
In the event that you see the screen below, you will need to create a new password.

Your password on the primary server will expire in 19 hours.

IClick here to continue

To create a new password, follow the steps below.

1. Click on “Click Here to continue”

Your passwoerd on the primary server will expire in 19 hours,
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2. You will be taken into the site and can view the applications. Click on “Preferences”
at the top right hand corner of the screen.

Puise Secire . @
o bz g

Watumms ba the Serers scess 551 VO, lsbtisdi.

@ ssms Reports Doy
1@ 58S Reports Test

@ 5388 Reports Stage -
@ 55RS Regorts Prod
(@ 554 Central DEV =

@ ssA central TLST

1@ 554 Central STAGE

1@ ssa central -
@ Cuse S5 Test

T cuso s5a Siage e
@ cuse S5 Prod £
@ sy =

@ tile Downtoads Prod

W file Downloads Dey

W tile Downloads Test

W File Downloads Stage

@ Leonomic Update Repens Prod
@ Eronomic Update Reports Dey

W Coonomic Update Reperts Test
@ Lrenomic Update Reports Stage

=

# indows Secure Application Manager -

3. Click on “General”, you will be taken to the “Change Password” screen. Enter your
old and new password and click on the “Change Password” button.

e - & P 1

Homa Brrenin Bgm Ot

§ preterences

Wsar Home Applications _ Advanced
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Accessing Secure File Transfer Portal through Partner Gateway

Once the Entrust application has been downloaded and the account registed and
activated, users may log into the Partner Gateway and access the Secure File Transfer
Portal (SFTP). Please have the smartphone nearby to receive the Soft Token
Credentials.

STEP 1: Launch Website
To access the SFTP, click or enter the following web address:
https://ncua.us.trustedauth.com.



https://ncua.us.trustedauth.com/
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STEP 2: Enter Username
On the following screen, enter the User ID included in the Entrust Registration e-mail.

45 PM

trustedauth.com

Activate your Entrust Soft Token
o M James, Monay (Contracter / OCIO)
I You forwarded this message on 11/29/2017 1:09 PM.

Hello Monay James:

National Credit Union Administration This. cma:l contains information that will allow you to activate your Entrust Soft Toker
following details.

Lagin Please ensure you have downloaded the Entrust Soft Token application from the apprd
L i T rust.
ogin to access IntelliTrus! v Avgle AcoSiom
+  Google Play
Blackberry World

.
Account Name AGSI SYSTEMS
Account Add TP renemag, trusted auth com

Erbe U0

I User Id MonayJames
English d\:
If you are viewing this email on your mobile device and your device has network conn|
selecting one of the following options:
»  Click here if this text is displaved as a link
Powened by »  Ahematively, click here if the above text is not displaved as a link
avel Agresman Entrust Dutacard™

Click “Next” and the following screen will appear:

NIO, ~
SONION,
Rl
2% &
% &
Oy Dy National Credit Union Administration
Confirm the authentication request displayed Alternative Authentication
on your Entrust Mobile Soft Token
Application You may only switch authenticators once every 3
seconds
« Token Authentication
* OTP Authentication using Email
0 Remember Me
CANCEL
English v
Copyright 2018 Entrust Limited © Al rights reserved Powered by
Terms of Servic Acceptable Use Policy Service Level Agreement Entrust Datacard™

STEP 3: Confirm Token Authentication

After entering your User ID and clicking ‘Next’, the NCUA VPN Host Checker will
automatically send an Entrust Transaction Notification to your smart phone. This may
take some time depending on cellphone coverage and signal strength. Please make sure
that you have allowed the Entrust app to send you notifications.
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a. Check your smartphone for an Entrust Transaction Notification.

ol AT&T LTE @ v 3%77% 4

Thursday, November 30

@ entrusT ST
Transaction Notification

b. Open the Entrust Notification on your smart phone and the Entrust Portal app
will prompt you for your 4-digit PIN.

9:24 AM

PIN Required

Please enter your PIN to access the application
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C. At the bottom of the screen tap on “Transaction”, tap the Confirm button and
then tap Yes.

ol ATET UE

< Identities

9:06 AM

Transaction

NCUA

You have requested to authenticate for the user

Security Code management interface.

Lifetime

Not sure what to do? Refer to =10,

Concern Cancel Confirm '

Transaction

d. You will get confirmation that the authentication was successful.

ol ATAT LTE @ 7R 78% e

Close

NCUA

You have requested to authenticate for the user
management interface

=11-30 09:06:22

Action Confirm
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e. After you have been confirmed on your Entrust app, you will be successfully
logged in to the system and see the screen below. Click on “SFTP”.

i % NCUA
Home > My Profile ’-.: ! _35

Natienal Credit Union Adminisiration

APPLICATIONS AUTHENTICATORS PROFILE

My Assigned Applications (2)

e PG Non-NCUA Computers States SAM Access) @

Available Unassigned Applications (0)

f.  Once you click on SFTP, you will see a popup asking if SFTP should be
opened in the current window or new window.
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Open Application in New Window

You are navigating to an application. Would you like to open the application in the current window or

a new window?

g. Clicking on either option will take you to the login screen. You do not need
to enter a username of password. Click on the SSO Login button.

CURRENT WINDOW

NEW WINDOW

globalscape

securely connected

Log Iin

Username: [ ]

Password: I

There was a problem processing your single sign on
request. Please re-type your login credentials and try
again. Contact your EFT administrator if you continue

to experience this erras «-~~= ¢future login attempts.

SSO Login
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h. You will be taken into the SFTP application. You may now share
documents and folders with other individuals that have access to the SFTP.
See the SFTP User Guide for information on using the SFTP.

o) . N coin-
B Web Transfer Client YFiter £ Tools o Dl 8 | aiiBedi
»globalscape® c & E::

W My Folders

Upload Manager ¥

B3 Shared with Me » Completed (0)

~ In Progress (0)

No uploads in progress

~ Pending (0)

No pending uploads

Token Authentication Manual Input (No Smartphone Notification)

If you do not get a notification on your Smartphone, you will still be able to enter the
soft token manually by following steps below.

1. Atthe log in screen, enter your User ID and click ‘Next’.

T Y7 T S |

Tue 11/20/2017 3:44 PM

noreply@trustedauth.com

o W Janes, Monay (Contractor [ OCIO)
[0 You forwarded this message on 11/29/2017 1:09 PM,

Hello Monay James:

National Gredit Union Adminishration This email contains information that will allow you to activate your Entrust Soft Toked

following details.

Login

Please ensure you have downloaded the Entrust Soft Token application from the apprd
1 IntelliTs
Loginto acoess InteliTrust +  Apple AppStore
+ Google Play

Ere ume0 Blackberry World

Account Name AGSI SYSTEMS
Account Addwess-HTpEms trustedauth com

. — User Id MonayJames
Englsh &
1f you are viewing this email on your mobile device and your device has network conn
selecting one of the following options:
»  Click here if this text is displaved as a link
Copyright 1013 Ertrust Limited © AL Trared Powared by o A click here if the above text is not displaved as a link.
Toms of Sarvcs. Accepiabie arvics Lovel Agreeman Eninust Datacard ™
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2. On the right, you will see Alternative Authentication. Click on Token

Authentication.

NI0) A
AEUNMONS,
.0
3\; * * \4’7’
3 2
24 g
N 0 3 oo T
R 177 5% National Credit Union Administration
Confirm the authentication request displayed Alternative Authentication
on your Entrust Mobile Soft Token
Application. You may only switch authenticators once every 3
seconds.
+ Token Authentication
« OTP AUthentication using Email
O Remember Me
CANCEL
English v
Copyright 2018 Entrust Limited © All rights reserved, Powered by
Terms of Service Acceptable Use Policy Service Level Agreement Entrust Datacard™

3. You will then see the following screen asking you to enter a one-time password

generated by the soft token from Entrust to continue.

2

O¥AL
I
7 .
%

KA

& UNIOy
S w B

1954 National Credit Union Administration

N

Enter the one-time password generated by

Alternative Authentication
your token to complete the login.

You may only switch authenticators once every 3
seconds.
Enter Token code
» Token Push Authentication
* OTP Authentication using Email

O Remember Me

CANCEL [Kelell\}
Copyright 2018 Entrust Limited © All rights reserved

Terms of Service Acceptable Use Policy Service Level Agreement

Powered by
Entrust Datacard™

4. Open the Entrust app and enter your 4-Digit PIN. Once you are in, you will see an
8-digit soft token security code. This code is only valid for 30 seconds. If you have




NCUA

National Credit Union Administration

enough time, enter the code you see on your Entrust app screen. If time is about to
expire, wait until a new code is generated and enter it.

ol ATET LTE 8:56 AM @ 7 % 70% 0 14
{ Identities NCUA ©)
PIN Required e
ShEE If time is about to
expire, wait until a
Please enter your PIN to access the application new COde |s
Security Code generated and
o) enter it.

HRRRRRRRRRRRRRRRRRNE

Lifetime

Powered by

Transaction History

5. Enter the 8-digit soft token security code on your desktop browser and click ‘Login’
and you will see the following screen with a link to the SFTP.

My Profile

Home > My Profile

it National Credit Union Administration

APPLICATIONS AUTHENTICATORS PROFILE

My Assigned Applications (2)

0 PG Non-NCUA Computers States SAM Access [@1 SFTP
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6. Follow steps f-h under STEP 3: Confirm Token Authentication to enter the SFTP
application.




