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Purpose

The NCUA is changing the way SSA users access existing systems such as CUSO
registry reports, SSRS reports, and SSA Central. Additionally, the NCUA is providing
SSA users access to the Secure File Transfer Portal (SFTP), an application used to
transfer documents. Access to these systems requires multi-factor authentication, which
is provided through NCUA’s Partner Gateway by a third party vendor, Entrust. Partner
Gateway users will need to verify their identity via a one-time passcode (OTP)
authentication sent by e-mail. This document provides step-by-step instructions on
accessing Partner Gateway once your e-mail address has been registered with NCUA.
If you have any issues or questions during this process, please contact NCUA’s
OneStop during the hours listed below.

NCUA OneStop HOURS

Mon — Thurs: 7:00AM — 8:00PM EST Phone: 703-518-6450 or 1-
800-827-3255

Fri: 7:00AM — 6:00PM EST

Email: onestop@ncua.gov
Sat — Sun: Closed P J

Accessing SSRS Report, SSA Central, Network File Share, and CUSO Registry

through NCUA’s Partner Gateway

On the rollout-date, you will receive an e-mail from onestop@ncua.gov with a username
and temporary password. The first time you access the Partner Gateway, you will be
prompted to change your password.

You will need to the UserName and temporary password (unless you have already reset
the password, then you will use the password you created) from the e-mail received
from onestop@ncua.gov to access the Partner Gateway. Once successfully logged in,
you will have access to the following:

SSA Central

SSRS Reports
Network File Share
CUSO for SSAs

STEP 1: Launch Website
To access SSRS Reports, SSA Central, Network File Share, and CUSO Registry, click
or enter the following web address: https://swap.ncua.gov/pgnonncuacomp
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You will see the following screen with a prompt to download, install, or execute
software. Click “Yes”. You can also click “Always” if you will be accessing the SSA
Tools via the same laptop each time.

Loading Components...
Please wait. This may take several minutes.

® Host Checker

F an error prevents a component from loading properly, you can click here to continus. Net all functionalty may be available.

i

Do you vartto deroar el and/v etz e o e
folowng sener?

Froduct Hame: Host Checker

e Nane: dsHostCheckerSetup.exe

Seveare: Swap.ATUR.gOv

(=l =l E
—

STEP 2: Enter Username and Password
On the following screen, enter the Username and password you received from
onestop@ncua.gov and Click “Sign In”.

Welcome to the

Secure Web Access Portal - SWAP

Username |:| WARNING! You are accessing a U.S. Government information system, which includes (1) this computer,
(2) this computer network, (3) all computers connected to this network, and (4) all devices and storage

Password ‘—] media attached to this network or to a computer on this network. This information system is provided for
U.S. Government-authorized use only.

l&g_nln] By using this information system, you understand and consent to the following:
You have no reasonable expectation of privacy regarding any data transmitted through or stored on this
information system. At any time, the Government may monitor, intercept, search and/or seize data

transiting through or stored on this information system.

The Government routinely intercepts and monitors communications transiting through or stored on this
information system,

Any communications transmitted through or data stored on this information system may be disclosed or
used for any U.S. Government-authorized purpose.
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If you are accessing Partner Gateway for the first time, you will be asked to change

your password.

Change Primary Password

Old Password
New Password
Confirm Password |

| Change Password

Your password must be changed. You must create a new password to continue.

Enter your old and new password and click on “Change Password”. You will be taken
back to the login screen to enter your username and new password. Click on Sign In
after you have entered the username and password.

Welcome to the

usermame [ ]
Password |

Secure Web Access Portal - SWAP

Successfully changed password. Please enter your username and new password.

WARNING! You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network,
(3) all computers connected to this network, and (4) all devices and storage media attached to this network or to a computer on this
network. This information system is provided for U.S. Government-authorized use only.

By using this information system, you understand and consent to the following:

You have no reasonable expectation of privacy regarding any data transmitted through or stored on this information system. At any
time, the Government may monitor, intercept, search and/or seize data transiting through or stored on this information system.

The Government routinely intercepts and monitors communications transiting through or stored on this information system.

Any communications transmitted through or data stored on this information system may be disclosed or used for any U.S. Government-
authorized purpose.
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After entering your User ID and password and clicking ‘Sign In’, the following screen
will appear.

et ams v the
Secure Web Access Portal - SWAP

STEP 3: Enter One-time Passcode
Within a few minutes, you will receive an e-mail from noreply@trustedauth.com. This
e-mail will contain your OTP.

o LI Your OTP to access NCUA - Message (HTML)
MESSAGE = ADOBE PDF

[ x . ) (f g 1 :Meeting I Projects (-3 To Manager l o) Rules ~ ;
Y Ignore o 5
L€ LD CEIM~ =4 Team Email v/ Done 2 OneNote
® . Delete Reply Reply Forward __ P X Move ~ _ Mark Ca
& Junk Al !E.‘.Mom . | |[= Reply & Delete ¥ Create New - [FPActions*  ynread
Delete Respond Quick Steps [ Move T

Thu 1/4/2018 9:13 AM
noreply@trustedauth.com

Your OTP to access NCUA

Hello

( Your OTP is 43759312. It will expire at Thursday, January 04, 2018, 02:17 PM (GMT).

Entrust Datacard IntelliTrust Authentication Service

Email sent: Thursday, January 04, 2018, 02:12 PM (GMT)
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Enter the OTP received via email. Then click ‘Sign In’. You will now be logged into to
the Partner Gateway where you can see SSRS Reports, SSA Central, Network File
Share, and CUSO for SSAs.

web Bookmarks: || I~
SSRS Reports Stage
SSA Central STAGE

L]

@ cuso stage

ries || []
Windows Files

[ Eile Downloads Stage
[ Economic Update Reports Stage

| -
Start

& Windows Secure Application Manager

2015 Pulse Secure, LLC. All rights reserved.

Password Reset
In the event that you see the screen below, you will need to create a new password.

Your password on the primary server will expire in 19 hours.

IClick here to continue
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To create a new password, follow the steps below.

1. Click on “Click Here to continue”

Your passwoerd on the primary server will expire in 19 hours,

2. You will be taken in the site and can view the applications. Click on “Preferences”
at the top right hand corner of the screen.

——

Watumms ba the Serers scess 551 VO, lsbtisdi.

@ ssms Reports Doy
1@ 58S Reports Test
@ 5388 Reports Stage
@ 55RS Regorts Prod
(@ 554 Central | DEV
@ ssA central TLST
1@ 554 Central STAGE
1@ ssa central

@ Cuse S5 Test

T cuso 554 Stage

@ cuse S5 Prod

@ sy

[ e —

@ tile Downtoads Prod

W File Downloads Stage

@ Leonomic Update Repens Prod
W Coonomic Update Reports Dev
W Coonomic Update Reperts Test
@ Lrenomic Update Reports Stage
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3. Click on “General”, you will be taken to the “Change Password” screen. Enter your
old and new password and click on the “Change Password” button.

e - & P 1

e 5550
§ preterences

Wsar Home Applications _ Advanced

4. You will receive a message stating that the account information has been updated.

Pulse Secure = L 4

el e i’

§ preferences

Account information has been updated.

user vome [RR applications _Advanced
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Accessing Secure File Transfer Portal through Partner Gateway

STEP 1: Launch Website
To access the SFTP, click or enter the following web address:
https://ncua.us.trustedauth.com.

STEP 2: Enter User ID

On the following screen, enter your User ID
il
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Login

Login to access IntelliTrust.

Enter User ID

English E

Copyright 2018 Entrus
Terms of Service Acc

Click “Next” and the following screen will appear:

& © https.//ncua.us trustedauth.com/#/ P - @ &) ©inteliiTrust x .

NCUA

X ‘L,w_;:'é’ National Credit Union Administration

Enter the one-time password that was just Alternative Authentication

sent to you.
You may only switch authenticators once every 3
seconds.

Enter OTP
Resend OTP using Email
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STEP 3: Enter One-time Passcode

Within a few minutes, you will receive an e-mail from noreply@trustedauth.com. This

e-mail will contain your OTP.

™ ¥ s

MESSAGE = ADOBE PDF

:Mceting

a

& Ignore x ¢ y Y )

® |nk- Delete .Rs-p(; kep(; F‘.)rwzd M~

o All i More -
Delete Respond

Thu 1/4/2018 913 AM

noreply@trustedauth.com

Your OTP to access NCUA

To

Hello

Your OTP to access NCUA - Message (HTML)

(-3 To Manager l

Projects 4 Rules - ;
=3 Team Email v/ Done I OneNote
< Reply & Delete ¥ Create New M?Ve [2P Actions - UTrZr:d Ca
Quick Steps [ Move T

( Your OTP 1s 43759312 It 1 expire at Thursday, January 04, 2018, 02:17 PM (GMT).

Entrust Datacard IntelliTrust Authentication Service

Email sent: Thursday, January 04, 2018, 02:12 PM (GMT)

Enter the OTP received via email. Then click ‘Login’. You will be directed to the

following page.

UM ©) https://nous us trustedauth.com/#/myprofile

My Profile

Home > My Profile

APPLICATIONS

@ IntelliTrust

SISO

% NCUA
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AUTHENTICATORS PROFILE
My Assigned Applications (2)
e PG Non-NCUA Computers States SAM Access r@1 SFTP
Available Unassigned Applications (0)
Copyright 2018 Entrust Limited © Al rights reserved. Powsred by
Terms of Service Acceptable Use Policy Service Level Agreement Open Source Software Copyright Notice Entrust Datacard™
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Once you click on SFTP, you will see a popup asking if SFTP should be opened in the

current window or new window.

Open Application in New Window

You are navigating to an application. Would you like to open the application in the current window or

a new window?

Clicking on either option will take you to the login screen. You do not need to enter a

CURRENT WINDOW

username of password. Click on the SSO Login button.

globalscape

securely connected

Log In

Username: [ ]

Password: I

There was a problem processing your single sign on
request. Please re-type your login credentials and try
again. Contact your EFT administrator if you continue

to experience this errsr =~~~ future login attempts.

SSO Login
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You will be taken into the SFTP application. You may now share documents and
folders with other individuals that have access to the SFTP. Please refer to the SFTP

User Guide for instructions on using the SFTP.

o _ N cocish -
B Web Transfer Client YFiter £ Tools o Dl 8 | aiiBedi

»globalscape® c & E H

Upload Manager ¥

i My Folders
B3 Shared with Me » Completed (0)

~ In Progress (0)

No uploads in progress

~ Pending (0)

No pending uploads




